How to setup 2-Step Verification and an App Password
for Gmail to work in Protractor

Log into your Gmail Account www.gmail.com

Click on your profile picture or initials in the top right hand corner
Click on Manage Your Google Account

Click on Security in the left panel
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Turn ON 2-Step Verification — Follow the prompts, and it will text a code to your phone.
The final step is to Turn On

Go Back to the Security Setup (Manage Google Account / Security)
Scroll Down to Signing in to Google
Click on App passwords, follow prompt and log into your account

Google Account Q @

Review security activity

@ Home

|1_-E-| Personal info

Signing in to Google

Data & privacy

(e ]
- »A0ETD
[+) ]

22, People & sharing

Password Last changed May 12, 2020 >
[ Payments & subscriptions & !
o 2-Step Verification @ on »
About
App passwords None >

Click on Select app, and choose Other (Custom name)
Google Account @ =

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords
Select the app and device you want to generate the app password for.
Select app Select device
Mail
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Contacts
YouTube

Other {Custom name)



Name it Protractor, and click Generate
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< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.

Select the app and device you want to generate the app password for.
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A 16 digit password will come up, copy this password. There will be no way to retrieve the password
again, but once you set it up in Protractor, you will not need it again. If you do need it, you can generate
a new password by following the above steps.

Generated app password

Your app password for your device

How to use it

fnat Go to the settings for your Google Account in

securesally@gmail. com the application or device you are trying to set
up. Replace your password with the 16-

Password character password shown above.
Just like your normal passwaord, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don’t write it down or share it with
anyone.




In Protractor go to Home / Setup / Workstation Setup / Settings / Email Tab
if you are setup via location setup go to Home / Location Settings / Email Tab
Enter in your new App Password

Click Test Connection — you should get a popup that says Test email has been sent successfully
Click on SAVE at the top
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MName Your Company Name Default BCC Your Email Address if you want a copy
Email Address Your Email Address Use semi-colons to seperate multiple
addresses.

server Information

SMTP Server smip.gmail.com
Port 587
Timeout 60| Seconds

Enable encrypted connection (STARTTLS)

Authentication

Authentication required Adter filling out the information on this screen, please test

. your connection settings by clicking the button below.
User Name Your gmail email address

Password ssssssssssssesee Test Connection

Your new 16 digit app password you just setup goes here

Find out more about 2-step verification here:

Protect your account with 2-Step Verification - Computer - Google Account Help



https://support.google.com/accounts/answer/185839?hl=en&ref_topic=7189195

